YKPAJIU OEHbI'N?

© 3AB/NIOKUPOBATL @ HAMWUCATb

© OBPATUTDLCH

KAPTY 3AABNEHUE O HECOITIACHUMA B MNONMULIUIO

C ONEPALUMENA

= No Homepy TenedoHa 6aHka
Ha 6aHKOBCKOW KapTe
unu Ha opuumansHoOM caite

* B Te4HeHWe CYyTOK nocne

3aABneHne fonKHO
ObITb HANWCAHO:

Yem Gonblue nogen
nogagyT 3afBNeHuns,
TeM Bbllle BEPOATHOCTb,

= yepes MobuneHoe npunoXxeHuwe coobweHua o cnucaHum 4YTO NPecTyNHUKOB
« Uepes NNYHbIA KabuHeT e e HOMMAIOT
Ha o(hULManbHOM caiTe 6aHKa  + Ha MecTe B OTAeNeHUu
« B OTAEeNneHnn GaHka i OaHka
KAK OBE3OINACUTb OEHbI'N HA CHETAX?
HUKOMY HE COOBLLAWTE: KOOOBOE CINNOBO

» CPOK AeiCTBUSA KapThl U TpeX3HauUHbIi Kog
Ha ee o6opoTHoM cTopoHe (CVV/CVC)

*» NapoNKn U KoAbl U3 yBEAOMNEHUI

* IOMVMH ¥ NAPOo/b OT OH/1alH-0aHKa

HE NYB/IMKYWUTE
nepcoHanbHble AaHHble B OTKPbLITOM goCTyne

YCTAHOBWUTE
aHTUBUPYCbI Ha BCe YCTpoiACTBa

Moppo6Hee o NpaBunax 6e30MNacHoOCTH
yuTanTe Ha fincult.info

Ha3blBaWTe TOLKO COTPYAHUKY OaHKa,
KOrfa camu 3BOHMTE Ha ropayyto
AVHUIO

» BaHK He KoMneHcupyeT
noTepu, ecnu Bbl HAPYLWWAN

npaeuna 6e3onacHoro
UCNONIb30OBaHUA KapThbl

®duHaHcoBan
KynbTypa



O6ewaloT cnucaTb OONrm?

[lpoBepb, UTO 3TO
He MOoLIeHHMKN!

@ baHk Poccum




KAK SALLUTUTDBCA
OoT PULLUMNHTA

@OUWKUHF — BUA MOLIEHHUYECTBa, KOraa y uenioseka kpagyT
nepcoHanbHble AaHHbIE WU AeHbIMM C NOMOLLbIO CalTOB-NOAAENOK.
YacTo MOWEeHHUKN AeNnaloT CalTbl, KOTOpbie KaK ABe KarsiM Boabl
NOXOXKKM Ha CarTbl pearibHbIX OpraHM3auui

KAK MOXXHO OKA3ATbCH
HA ®ULLIMHIOBOM CANTE?

Mo ccuinkaM U3 UHTepHeTa U 3NeKTPOHHOW noYTbl, CMC,
COODBLLEHUN B COLICETAX UMK MecceHayKepax, pekamsl,
obbABNIEHNMA O NTIOTepedx, pacnpoaarax, KoMreHcaumnax

OT rocypapcrea

Xakepbl 4acTo B3NaMbIBAIOT YY)KME aKKayHThl,
M GUWIMHroBanA cCbilka MOXKeT NPUITH JaX<e OT 3HAKOMbIX

KAK PACIMNO3HATDb
OULLUHIOBbIN CAUT?

Appec oT/IM4aeTca OT HaCTOSLWEro NLb Napow CUMBO/IOB
B appecHoii cTpoke HeT https 1 3Hauka 3aKpbITOro 3aMKka
Ou3aiiH CKONMPOBAH HEKAUECTBEHHO, B TEKCTaxX €CTh OLUMBKU

Y caiiTa Mano cTpaHvL v Oa)ke ogHa — s BBOAa OaHHbIX
KapTbl

KAK YBEPEYbCH OT PULLIMHTA?

YcTaHOBUTE aHTUBUPYC U perynsapHo obHoBNAaTe ero
CoxpaHsiiTe B 3aKnagKax agpeca Hy)KHbIX CaiToB
He nepexoanTte No Nogo3puTesibHbLIM CChiikam

Ucnonb3yiTe OTOENBHYIO KapTy A1 MOKYNOK B MHTEPHETe,
KNaguTe Ha Hee HY>KHYIO CYMMY MpsIMO Nnepep oniaTtom
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[OoBOPAT NpO A€HbIrMn?

Knagu Tpybky n cam
nepenpoBepau
nHpopmauuto!
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CoTpyaHuku LleHTpob6aHKa

He 063BaHMBaIOT
mopen!




KAK SALLIUTUTDBCHA

Yro6bl go6paTbCs 40 Bamx 6aHKOBCKUX CHETOB,
MOLIEeHHNKaM HY>XXHbl BallX NepcoHaibHble AaHHble
W PEKBU3WUTbI KapT

Kakune cxembl ucnonbsytot adpepucTtbl?

OBELWAIOT 30/10ThIE NOPbI
Onpockl 2a BO3HarpaxaeHue, CounansHbIe BbINNaTkl N CBepxXnpubbiNbHbIE
MHBECTULNOHHbIE NPOEKTbI. MapaHTMA ObICTPOro oGoraleHns — NpUus3Hak oGMaHa

3AMAHUBAIOT HA PACMNPOOAXHA
OrpomMHble CKMAKKM 1 HA3KWE LeHbl MOTYT OKa3aTbCA MOLWEHHNYECKON YNOBKOK

CNEKYNUPYIOT HA TPOMKWUX COBbITUAX

Hanpumep, o6waenaior cbop aeHer Ha paspaboTtky BakLUuWH, 06eLaioT BepHYTb
OEHbMM 38 OTMEeHEHHbIR percel MK NpeanarawT NoOAYYMTh rocyaapCTBeHHbIe
Aoraumn

MACKHPYHOTCH

PasbirpeiBaior ponk NpogasyoB M NoKynaTenei Ha NonynApPHbIX caiTax oObABNEHWMA

Kak o6e3onacuTtb CBOU AeHbru

B UHTEpHeTe?

1 vcraHosure AHTUBMPYC U PErynapHo 0GHOBRNTE ero

3aBeauTe OTASNLHYIO OeBeTOBYO KapTy ONS nnarexei
B MHTEPHETE W KNaauTe Ha Hee HYXHY CyMMy nepeq onnatoin

Bcerga npoeepsaiTe agpeca 3M€KTPOHHON NOYTLl U CAlTOB —
OHW MOTYT OTIMUATLCA OT OMULMANBHbBIX MWL Napok CUMBOIOB

4 He nepexogunTte no ccbinkam oT HE3HaKOMUEB —
cpazy yhananTe COMHUTENbHbLIe coobLeHna

HMKOMy He cooblwanTe ceon nepcoHaneHble gaHHblIE

Moppo6Hee
o npaeunax

KWbeprirueHbi
qMTaliTe ®uHaHcoBan @
Ha fincult.info RYARTYHS




OCTOPOXXHO:
TEJIE®OHHbIE MOLLEHHUKMH!

S NMPU3HAKOB OBMAHA

9 HA BAC JABSAT

AdepucTbl BCerga

HABAC g
BbIXOAAT CAMK ®

AdepmcTbl MOryT
NpeacTaBUTLCA CNyX60M
6e3onacHocTh BaHka,
HarorosoMn,

npoKypaTypomn

o601 HeoXKKMOaHHbIA
3BOHOK, CMC vnm nucbmMo —
NOBOA HaCTOPOXWTLCH

PALYIOT BHE3AIMHON
BbIFOOOM UJN MYTAIOT

CunbHble 3MOLIMK
NPUTYNNAIOT
6guTenbHOCTb

~

3BOHAT

143 BadKa, NoamuMK
K OPYroi opraHusaumm?

YBEOWUTECD,

HTO 3BTO HE MOoLUEeHHWKK!

TOpPONST, YTO6kI
y Bac He Gbino
BpeMeHW Bce o6aymMaTh

FOBOPAT O OEHBIAX

MpepnararoT cnacTm
c6epexeHus, Nony4YnTb
KOMMNEeHCaLMIO N1 BIIOXKUTbLCS
B UHBECTULIMOHHBINA NPOEKT

NPOCAT COOBLINUTD
AAHHBIE

3N0YMbILNEHHUKOB
UHTEpEecCyoT PeKBU3UTbI
KapTbl, Maponn 1 Koabl

M3 6aHKOBCKMX YBEOOMNEHWUA

Q HUKOIOA HUKOMY
BAXKHO! HE COOBLLAMTE:
CoTpyaHuku 6aHKOB 1 MNONMLMM = kopbl U3 CMC
HWKOIOA He cnpawueatoT = Tpex3Ha4HblA Kopg Ha 060pPOTHOM
PeKBW3WTbI KapTbl, Napon cTopoHe kapTbl (CVV/CVC)
13 CMC, nepcoHansHble laHHble * PIN-kop

naponwv/noruHbl K 6aHKOBCKOMY
NPUNIOXEHUIO M OHJIaMH-BaHKyY

* KOOOBOE CIoBO
« MNepcoHarnbHbie faHHble

®MuHaHcoBanA
KyneTypa

U He NPOCHT CoBepLIaTh .
nepesofbl C Ballei KapTbl

Kak 3awuruTh cBou pMHaHCHI,
yuTanTe Ha fincult.info
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@ baHk Poccum

KAK SALLUMTUTD

CBOUTADXXETDbI OT BUPYCOB

BUPYCbI:

+ OTKPbIBaIOT yAaneHHbI AOCTYN K BalleMy YCTPONCTBY
+ KpagyT NOruHel M Naponu OT OHNANH- U MOBUNbBHOro 6aHKa
« NepexBaTbiBalOT CEKPETHbIE KOAbI N3 COOBLLEeHNA

3anony4mB 3TK AaHHble, KNGepnNpPecTyYNHNKH
MOFYT NOXUTUTb BCE 1IeHbLI'M C BalUUX CYETOB -

KAK NMOHATD,

YTO YCTPOMCTBO 3APAXXEHO?

YTO AEJATb,

EC/IM HA YCTPOWUCTBE BUPYC?

KAK 3AWLUNTUTD

YCTPOWCTBO OT BUPYCOB?

3aBucaer, nepesarpyXaeTcs Wi oTKN4aeTca
Camo 3aBepliaet paboTy NpUNoXXeHUn
MokasbiBaeT BCN/blBalOWME OKHA

Tepser o6bemM NamATn

MozBoHuTE B 6aHK U NonpocuTe 3ab6noKUpoBaTh QOCTYN
K OHNaiH- U MoBUNbHOMY BaHKy U BCe KapTbl, KOTOpble
MCMNOMb30Barnu Ha YCTPOWCTEBE

O6paTuTech B CEpBUCHBINA LLeHTP, YTOObI BbINEeUUTb ragxer

MepeBbinycTUTE KapThbl, CMEHUTE NIOFMH U Naponb
OT oHNanH-6aHKa 1 3aHOBO ycTaHOBUTe 6AHKOBCKOE MPUIoXeHue

McnonezyiiTe aHTMBMPYC U perynsipHo ero o6HoBnsATe

He nepexoguTe no ccbiZikam OT HE3HAaKOMUEB, HE YCTaHaBIMBaWTe
MporpamMmbl Mo ux npocb6e U He MCNoNb3yiiTe YyXue hnewkn

CkauymnBaiTe NPUNOXEHNA TONBKO M3 NPOBEPEHHBIX MCTOYHUKOB
O6HOoBNANTE ONEPaUVOHHYIO CUCTEMY YCTPOWCTEA

MsGeranre obwepgoctynHbix Wi-Fi-ceten

MonpoGHee O 3alMUTE rapKeToB ®unaHcoBan @
yuTanTe Ha (incult.info KynbTypa



